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Abort To cut short or break off an action or operation. In access and intrusion 

detection systems, abort signifies the panel's inability to contact the 

monitoring computer. 

Access Authorization  Permission granted to a card number enabling the cardholder to enter a 

location based on a programmed time schedule.  

Access Control In its simplest form, it is a means of limiting access to certain people at certain 

locations and at certain times of the day within a controlled zone. It also 

protects the controlled zone by refusing unauthorized access attempts. Most 

systems keep a log of cardholder movements (or events) for reporting 

purposes. 

Access Control Cards A card about the size and thickness of a credit card that when properly utilized 

with the access control card reader will allow entry through a door. 

Access Level A group of pre-determined access points (doors /turnstiles) defined in the 

system software. A cardholder will be cross-referenced to one or more groups 

(access levels) to define the area(s) he/she may access. Works in conjunction 

with time zones. 

Access Module Access Modules are add-on units to a system that provide facility access 

control.  Each Access Module provides up to four facility doors, provides ten 

general-purpose alarm points, and six auxiliary outputs.  Up to seven Access 

Modules can be installed per communicator panel. 

Access Point A door, turnstile, barrier, motorized gate or lift cabin protected by an access 

reader. 

Activity Log A temporary storage area in an access module that stores events.  Events 

include arming, disarming, entries, exits, alarms and status messages. 

Alarm Detail  The Alarm Detail provides an alarm description, partition, alarm point location, 

state and the operator action.  The current Alarm Detail information remains 

on the screen and is not overwritten by a new activation.   

Annunciator A unit or device that announces an alarm with audible and/or visual 

indications. 
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Anti-Passback  Prevents the sharing of access control cards. Users must have their card read 

going into and out of a particular door. Anti-passback can be either local or 

global i.e. per controller or per system. Anti-passback can also be timed. 

Particularly effective at turnstiles or car park barriers. See also timed anti-

passback and soft ant-passback. 

Anti-Tailgate The door release time is reset on closing the door after a valid access 

transaction (card badging or egress button depressed). Prevents individuals 

from opening the door after a valid cardholder has accessed it, even while still 

within the original door release time. Requires door contacts to be installed 

and connected to the controller. 

Auxiliary Output Relay in addition to the door release relay. Used for various applications from 

lighting, through intruder system arming/disarming, to control of an elevator 

keypad. Usually built-in to, or available as a plug in module at, the controller. 

Bar Code (card) An access reader/card technology based on the use of bar codes. Unlike those 

used in inventory control, bar codes on access cards tend to be masked with 

inks that absorb infrared light. Encoded within the barcode is the card number. 

See Card Encoding. 

Biometric Refers to technology that can identify an individual from his/her physiological 

attributes. These include from fingerprints, hand geometry, pattern of blood 

vessels in the retina, face recognition, etc. 

Black List An individual’s card access transaction will generate an alarm at a system 

workstation if his/her name has previously been entered in the blacklist 

portion of the system database, regardless of the card number. Its main use is 

to detect individuals ejected from the organization, who subsequently return. 

This might occur on a larger site with many different departments or where 

sub-contractors make up part of the workforce. 

Buffer Memory A computer unit used for temporary storage of data before transmission to 

another destination.  Access modules use buffer memory for activity log 

storage.  See Activity Log. 

Cable Shield  A conductor, which forms a sheath around one or more insulated conductors. 

This reduces the effect of interference onto the conductors. This shield is 

usually metallic foil or stranded wire wrapped around the conductors.  

Call List A list providing names and phone numbers of individuals to notify when an 

alarm activation occurs.   

Card Encoding Card encoding endows an access card with the necessary data to be 

recognized by a controller when presented at a reader.  

-  Link each card specifically to an individual holder. 
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-  Make all cards bought by an organization specific to that company. 

-  In addition to various control data, most cards are encoded with a card serial 

number and in many cases (although not always) a site code or facility code. 

Card Number A serial number encoded on each access card. The number identifies an 

individual cardholder. 

Card Reader  Unit fitted by the controlled door that reads the access card and transfers the 

information to the access control system.  

Card Technology Different types of card used on an access control system. See: Bar code; 

biometric; mag-stripe, proximity; wiegand 

Card Trace The system administrator may wish to be alerted every time a certain 

cardholder accesses the protected area. By setting up a trace flag in the 

cardholder record of each relevant person, an alarm will be reported at a 

designated workstation whenever a card is presented at a reader. This function 

is utilized primarily when the database management is conducted by the 

customer. 

Cardholder An employee or other user of the access control system to whom an access 

card is issued and whose details appear in the system database. Cardholders 

may be permanent or temporary. In the case of the latter, the holder’s card will 

be automatically invalidated on the pre-defined expiry date. 

CCTV Integration The ability for the CCTV system to function along with the intrusion detection 

and access control systems. The CCTV is often used to provide verification to 

alarm or access related signals. 

Conditional Command A command that is executed following certain pre-defined criteria, e.g. an 

access control card presented to a reader will trigger the CCTV camera to take 

a picture of the person presenting the card. 

Contact Less In the context of card technology, contact less refers to a cards ability to 

interact with a reader without the need of inserting it or swiping it. The card is 

read when it comes within the proximity of the read head. The most popular 

form of contact less access control is the proximity reader technology  

Controlled Area  A location where entry and/or exit is under the control of other persons or a 

control system. An area where the entrance and exits are controlled by an 

access control system is a controlled area.  

Controlled Exit A programmable form of exit that requires a verified read before granting an 

exit from the controlled area. This is not a recommended security measure 

unless direct Fire Marshal approval has been granted. Many life safety issues 

must be addressed before utilizing this security measure. 
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Controller A microprocessor controlled panel that provides inputs for 1 or more card 

readers, a number of alarm points and door egress push buttons. Most 

modern controllers will make localized access decisions in relation to their 

internal database (downloaded from the host computer). A record of each 

alarm or access event is then stored as history in the local memory and also 

uploaded to the host computer. Associated with each card reader input will be 

a relay output for the door/barrier/turnstile releasing device. A controller may 

also have as standard, or via an optional plug-in module, output points or 

relays for auxiliary use. Controllers are linked together in a modular daisy 

chain, to make a loop that reaches its maximum length when the desired 

number of readers has been accommodated (up to the permitted system 

limits). 

Crash Bar Also referred to as a Touch Sensor Bar. This device provides free egress to 

those individuals exiting a door that has access control installed. This tends to 

be the most-costly of egress devices but is accepted by fire marshals because 

it requires no prior knowledge to exit. 

Data Cable  Cable used for transmitting low-level signals between system units.  

Database The system information stored in the monitoring computer’s memory. 

Default  An assumption made by the system when no specific choice is given by the 

program or the user.  

Disarm The act of putting an access panels system into OFF, or non-alarm monitoring 

mode. 

Door Strike  An electro-mechanical device used to lock and unlock a door. This locking 

device is typically mounted in the doorframe and aligns with the door 

hardware to provide locking and unlocking of the door. This device is often 

the most accepted by fire marshals because the door handle will provide free 

egress and thus limit any potential lock in situations.  

Download A process of transmitting programmable options from the monitoring 

computer to a control panel. An example of this process would be when 

individual’s access cards are added to the system. 

Dry Contact  A relay point to allow communication between two separate pieces of 

equipment. e.g. A dry contact would be used when you wish lights to be 

turned on a specific time via the access control panel. 

Dual-Technology In card based access control, Dual-technology refers to the presence of two 

card technologies on a single access card. A common combination is currently 

a magnetic stripe incorporated onto a proximity card. This type of card is 
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frequently used where proximity is needed for access control but the magnetic 

stripe portion is used for another purpose e.g. cashless vending. 

Duress If an authorized cardholder is forced by an aggressor to gain access to a 

secure area, he/she may do so without resisting the attempt. The duress 

feature enables this to happen whilst sending a discreet alarm to the security 

control room. The cardholder may alert security staff by simply making a 

subtle change to his/her PIN code. A keypad reader is therefore a prerequisite 

and may also activate audio sensors to allow the operator to listen in (if 

optioned to do so).  

 Dye Sublimation Printer Used on systems featuring card photo-ID creation software. The printer prints 

previously created card designs, usually including the cardholder’s photo and 

details taken from the system database, directly onto a plastic card.  

Exit (Egress) Button When depressed, the associated door is released, and its shunt time is 

triggered.  

Encoded  The result of transferring information in a coded form to a medium. This 

process is most often utilized with magnetic card technology.  

Event An occurrence such as a card, alarm or system operator transaction on the 

access control system. Most events are stored as history in the systems hard 

disk. 

Executive Privilege Allows selected cardholders to bypass certain access criteria. These vary from 

product to product, e.g. PIN code or time zone restrictions do not apply to the 

individual given these privileges. 

Facility Code Data encoded in a set of access cards identifies a particular installation to 

prevent access to cardholders from other non-related organizations. Makes 

cards specific to a site or facility. (Also known as a Site Code) 

Fail Safe  A locking device that requires current to be unlocked. When power in a facility 

is lost the lock will be released. This method is necessary on Magnetic Locks in 

most cases. This method assures safety, but security may be jeopardized.  

Fail Secure A locking device that requires current to be unlocked. When power in a facility 

is lost the lock will stay secured. This is a popular locking method when Electric 

Strikes are being utilized and its mechanical egress to exit that door. This 

method assures both safety and security.  

Free Exit (Egress) A programmable form of exit that allows users to freely exit the controlled 

area without a card read.  The user normally passes through a motion 

detector, presses an exit switch or crash bar to unlock the door. 
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Free-Access Free-access is a command set up at the access control system that unlocks 

doors protected by an access reader until they are re-locked manually or by a 

time zone. 

Global Anti-Passback Allows access panel users to enter and exit any Panel doors optioned as 

Global.  See Anti-Passback. 

Guard Tour Lets personnel in a security control center monitor the progress of a guard as 

he/she patrols the site. On some access control products, guard tour can be 

performed by making use of the system’s card readers. On others, a 

combination of card readers and alarm input points may be employed. Patrols 

are monitored by using clock in points at appropriate intervals around the tour 

route. The guard must progress around the tour in the correct sequence and 

within the correct time limits for each point. Failure to comply with these 

criteria would indicate a problem causing the system to generate an alarm.  

Host The main computer where the access control software resides. From here, data 

(cards, access rights, etc.) are downloaded to system controllers. Controllers 

will also upload card and alarm events. Whilst rarely used to make an access 

decision, the host makes up the "front-end" allowing users to dialog with the 

system. 

Host Panel The Host panel provides the communication link with access modules and the 

monitoring console.    

HVAC Heating Ventilation and Air Conditioning. Access control systems have 

connected to these systems to allow timing regulation of the HVAC units. 

Inductive (card) Inductive cards have inductive coils embedded within them. When the card is 

read, the coils emit either a positive or a negative signal to make up a binary 

number. This forms the card number. 

Key Fob Used in place of an access control card to allow entry into a facility by 

presenting it to a proper access control reader.  

Keypad A devise used alone, or in conjunction with a reader. It may be used in two 

ways: (1) to enter a PIN code to gain access through an access point. (2) A 

combined reader/keypad unit can be configured to only read an access card 

when a PIN code is entered.  

LCD Keypad (Liquid Crystal Diode) In security applications the LCD keypad allows the user 

to arm or disarm the access panel, send disregard and emergency duress 

alarms, or test the panel and its connected modules. In access control 

applications the LCD Keypad can be used as stated above under Keypad. 
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Local Anti-Passback Requires that access control users to enter and exit through the same door 

with a valid card read.  See Anti-Passback. 

Log  A sequential listing of events from a control panel or module and the 

commands issued to these.  Each event is time stamped and stored in the 

workstation. 

Log Comments  A field that allows operators to enter text and or comment information into 

the log. 

Magnetic Lock Sometimes referred to as a Mag Lock is a two-piece locking mechanism 

consisting of an electro-magnet and an armature plate. The electro-magnet is 

attached to the frame and the armature plate is attached to the door. 

Considered easy to install. Never install without meeting fire marshal 

requirements. 

Magnetic Stripe (card) A credit card is an example of a magnetic stripe card. In access control, one of 

the magnetic stripe’s tracks is encoded. Cards with low energy encoding (Lo-

coercivity) can be erased by strong magnetic fields. Hi-coercivity cards are less 

afflicted by this problem. Magnetic stripe cards are usually very cheap but 

have a reputation of wearing out quite quickly. Some modern reader heads 

barely make contact with the card and make magnetic stripe cards a durable 

option. If the card encoding is encrypted, it also provides a reasonable level of 

security. If the budget is limited, a Hi-Co magnetic stripe card with encrypted 

encoding and a low head resistance reader represents excellent value for 

money. 

Magnetically Encoded  Coded information that has been recorded on magnetic tape or cards.  

Mantrap Sometimes referred to as an airlock, a mantrap in access control parlance is 

where an entrance consists of a small passage with a door at each end. Once 

the first door has been opened one cannot proceed through the 2nd door 

until the first door has been re-closed. On egress from the protected area, the 

same rules apply in reverse. Mantraps are very effective at controlling flows of 

people and work well in anti-passback mode. They are however unsuitable in 

high volume traffic situations because of the relatively longer access time. 

Module Access module. Also called an AAM unit. An installed module provides the 

connections points for up to four doors of access control. 

Monitored  Senses the state of the door (i.e. open or closed), a door contact is usually 

used.  
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Motion Detector Used in access control applications to provide free egress to those individuals 

exiting a door that has access control installed. This is one of the most user-

friendly egress devices but refer to the fire marshal requirements for its proper 

use. 

Mullion  Door frame side uprights. Mullion reader - a reader designed to be mounted 

on the doorframe.  

Muster Reader In the event of an emergency evacuation, cardholding occupants of a 

hazardous area are required to proceed to their designated assembly point 

and badge at a muster reader. In so doing, a cardholder’s name will be taken 

off the headcount list. Until a cardholder has badged at his/her designated 

muster reader, his/her name will remain on the headcount list and he/she will 

be considered as ‘remaining’ in the hazardous zone. 

Muster Report A report generated after the evacuation of a hazardous area. The report lists 

cardholders remaining in the hazardous area. Depending on the product, 

reports can be run manually, automatically after a pre-defined delay or auto-

repeated. Requires the muster feature in the system software and a muster 

reader per assembly point. 

Occupied Security Users may arm a partition or system to an “occupied” level and remain in the 

building.  Typically, only perimeter devices are active in the occupied level. 

Operator The person that monitors the alarm and status messages received at the 

monitoring console. 

Panel An electronic control board used in security or access control.  A panel 

connects to a standard dial telephone line or a dedicated line and 

communicates directly with a monitoring receiver. 

Partition Sometimes called a Zone. The electronic controls on a panel or module (alarm 

points, doors, etc.) that are organized into a group.  Partition control can be 

combined with other partitions, or independent of other partitions. 

PIN Personal Identification Number. Consisting typically of 4 or 5 numbers, it is 

entered at a keypad to gain access. A frequent high-level security application 

is to combine a keypad with a card reader, thereby affording a supplementary 

level of security. 

Pre-Held Open Alarm An audible signal adjacent to a protected door. When the door is left open 

beyond a pre-defined time but before expiration of the shunt time the signal 

warns of the need to close the door. This is a popular method to prevent door 

propping by smokers and cleaning crews. 
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Proximity (card) Cards based on proximity technology are read when they come within range 

of the reader’s antenna. The read range can vary from less than a centimeter 

to more than a meter, depending on the type. This technology has become 

popular in the commercial markets due to its cost effectiveness and reliability. 

Also see contact less. 

Shunt Time A pre-defined delay, longer than the door release time that generates a 

system alarm when the door remains open beyond the defined time. Requires 

door contacts to be installed and connected to the controller. 

Site Code See facility code. 

Soft Anti-Passback This form of anti-passback allows you to provide forgiveness or flexibility to 

anti-passback access control users. An example would be to allow a worker to 

use his access card in the morning if he/she forgot to swipe the reader on the 

way out. This is often an accepted practice in some manufacturing 

environments. 

Swipe The act of passing an access card through a card reader. 

Time and Attendance A separate activity to access control used to calculate employees’ hours, 

overtime, paid and unpaid absences and flextime for transfer to a payroll 

function. Many users wish both systems to work synergistically with a common 

database and shared cards. Some access control and Time & Attendance 

manufacturers have respectively managed to combine the two things with 

varying degrees of success. Some states require access control and time and 

attendance functions to be separate. 

Time Zone Consists of one or more time range(s) for each day of the week. The principle 

function of the time range is to determine when a cardholder is entitled to 

gain access. Other functions include: enabling/disabling of keypad, 

arming/suppression of alarm points, set doors to free-access/locked. 

Timed Anti-Passback Prevents a repeat access attempt at a card reader by invalidating the card at 

that reader for a pre-determined time. See anti-passback. 

Turnstile  This allows door 1 to be used as an exterior reader and door 2 as an internal 

reader. 

-   Door 1 lock relay activates on a valid swipe at door one’s reader 

-   Door 2 lock relay activates on a valid swipe at door two’s reader 

Unlock Time  Refers to the time that the system holds the door-locking device open to allow 

entry or exit.  
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Unmonitored  Does not sense the open/closed state of the door.  

Upload A process of the monitoring computer retrieving the activity log information 

from an access panel. 

User A person allowed inside a facility or an access controlled facility. 

Video Badging                 The ability to capture an individual’s picture and place it on a badge or access 

card. Video badging is often combined with an access control card and 

provides two functions with one card. 

Wiegand (card) The Wiegand technology makes use of specially fabricated wires with unique 

properties. When a wire in the correct orientation is moved across a coil it 

produces an electrical impulse. This impulse may be positive or negative 

depending on how the wire is biased. Now used more frequently to describe 

readers and controllers using Wiegand format data.  

 

 


